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ABSTRACT

Software Testing can take up to half of the resources of thelde

This cost is paid because software testing is very imparfeteas-
ing bug-ridden and non-functional software is indeed ary eas/

opment of new software. Although there has been a lot of work [© 10S€ customers. For example, in the USA alone it is eséthat

on automating the testing phase, fixing a bug after its presbas
been discovered is still a duty of the programmers. Teclesdo
help the software developers for locating bugs exist thowgtd

that every year around $20 billion could be saved if bettstfiitg
was done before releasing new software [20]. Hence, autngat
the testing phase is one of most important problem in soévear

they take name of Automated Debugging. However, to our best gineering.

knowledge, there has been only little attempt in the pasbto-c
pletely automate the actual changing of the software fondjxhe
bugs. Therefore, in this paper we propose an evolutiongoyogeh
to automate the task of fixing bugs. The basic idea is to evblee
programs (e.g., by using Genetic Programming) with a fitfiass
tion that is based on how many unit tests they are able to phss.
a formal specification of the buggy software is given, monghss-
ticated fitness functions can be designed. Moreover, bygusia
formal specification as an oracle, we can generate as maniesats
as we want. Hence, a co-evolution between programs andasist t
might take place to give even better results. It is importaknow
that, to fix the bugs in a program with this novel approach, ex us
needs only to provide either a formal specification or a setrif
tests. No other information is required.

Categories and Subject Descriptors

D.2.5 [Software Engineering: Testing and Debugging;
1.2.8 [Artificial Intelligence ]: Problem Solving, Control Methods,
and Search

General Terms
Algorithms, Experimentation, Reliability

Keywords

Automatic Bug Fixing, Automated Debugging, Repair, Colation,
Genetic Programming

1. INTRODUCTION

Software Testing is used to find the presence of bugs in canput
programs [12]. If no bug is found, testing cannot guararteethe
software is bug-free. However, testing can be used to iserear
confidence in the software reliability. Unfortunately, tteg is ex-
pensive, time consuming and tedious. It is estimated tisintg
requires around0% of the total cost of software development [5].
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At any rate, even if an optimal automated system for doing sof
ware testing existed, fixing the bugs would still be a dutyhefpro-
grammers. Hence, there has been effort in developiungpmated
Debuggingechniques (e.g., [23] and [15]) to help the programmers
to localise the bugs.

Although promising results have been achieved, automaged d
bugging is still an immature field. For example, to our besivikh
edge, most of the automated debugging techniques propodad s
have a non-trivial limitation. In fact, they rely on the peese of at
least one test case that is passed by the buggy program uraler a
ysis. In other words, if the program fails on each generagsd t
these automated debugging techniques cannot be used. \Mqgreo
even if a bug is correctly localised, it is still duty of theveéoper to
change the code for fixing that bug, and that is not alwaysveakri
task.

In this paper we propose a novel technique to address the ambi
tious goal ofAutomatic Bug FixindABF). In other words, instead
of just considering the localisation of the bugs, we alsotau-
tomatically repair the code for removing them. To our besivida
edge, only little work has been done on the the actual auiomat
of repairing software (e.g., [19], [18] and [22]). Moreoyére ad-
dressed types of bugs are very specific, whereas our appisach
more general.

For being used, our approach requires at least one of thafoll
ing:

e a set of unit tests. The bugs that we want to fix need to be
revealed by at least one of these test cases. This is a trivial
constraint, because if we want to fix a bug we already know

that it exists, and the only way to know it is to have at least
one failed test case.

¢ aformal specification of the buggy software under test. How-
ever, formal specifications are not widely employed in indus
try, and they might be difficult to write [13].

The idea of our approach is to modify the code of the buggy pro-
gram with evolutionary techniques, like for example Genétio-
gramming (GP) [9]. In GP, programs are evolved to accomplish
a particular task (a typical example is the evolution of a e
learning classifier). They are often represented as treeshich
each node is a function whose inputs are the children of thagn
A population of programs is held at each generation, whetiiah



uals are chosen to fill the next population accordingly toabfam
specific fitness function. Crossover and mutation operatiershen
applied on the programs to generate new offspring.

In the ABF problem, the goal is to pass all the provided unit

tests. Therefore, not only we need that GP modifies the code to

pass the failed unit tests, but these changes have to norooige
the former functionalities.

Unfortunately, even if all the test cases are passed, thest dot
necessarily mean that the bug is fixed. In fact, the systenmtmig
evolve a partially patched program that is able to pass thadp
failed tests, but that might still have bugs. Therefore,dbfware
developer needs to inspect the output of the ABF system. kenve
even if the system does not fix the bug, a partially patchedgrpro
might give helpful information about the bugs.

<(5,-2,3), 0>// O represents 'not triangle’
<(4,3,6) , 1> // 1 represents 'scal ene’
<(9,9,16), 2> // 2 represents 'isosceles’
<(3,3,3) , 3>// 3 represents 'equilateral’

function classifyTriangle(a, b,
return a + b - c;

c)

Figure 1: An example of a training set for the Triangle Clas-
sification problem [12] and an incorrect simple program that
actually is able to pass all these test cases.

failed, the software developer might suppose that there ibugy,

Besides fixing the bugs, GP might change some parts of the codehence he would not use ABF. The key point here is that we need at

without changing its semantics. For example, a constaet4ik
might be replaced by expressions like- 2 or (0 3) + 100 — 96.
This type of changing might indeed complicate the humandasp
tion of the source code after ABF has been applied. Therefore
post-processing is required. One possibility is to use a 6&v
search, in which the fitness function is based on the stralctlif-
ference from the original program, but with the constrafrttall
the unit tests need to be kept satisfied.

The ABF task can be considered as a sub-field of Automatic Pro-
gramming (AP), which consists of automatically generatioge
from a specification (and a set of unit tests can be consider as
special example of specifying a wanted behaviour). In faetcan
model ABF as an AP tool in which the code of the buggy program
can be exploited for getting better results. Hence, ABF isiatly
easier task than AP.

Unfortunately, AP is a very difficult task [16], and most ofth
work done so far is based on rule-based transformations fopm
mal specifications, which cannot be applied when the gapdstw
high-level specifications and low-level implementaticib wide.
On the other hand, recent work with GP [14] and our previoygs [2
(on top of whose framework we are building up our first ABF pro-
totype) does not suffer from that problem, and they havergfirst
promising results. Because ABF is easier than AP, we spiecula
that the ABF technique that we describe in this paper migkie ha
non-trivial applications in the coming years.

The paper is organised as follows. Section 2 describes a gen-

eral framework for fixing bugs by using GP and a set of unitsest
Section 3 explains how to exploit the formal specificatioit is
given with the buggy program. Besides making possible tisgyde

of more descriptive fitness functions, a formal specifigaii® an
essential element to improve the performances by the use-of
evolution Other possible Software Engineering tasks that might be
addressed with this approach are described in section 4all§in
section 5 concludes the paper.

2. AUTOMATIC BUG FIXING

In this paper we propose a framework for automatically fixing
bugs. The software under analysis (SuA) and a set of uni test
T are the only things required as input (the exploitation ofifal
specifications will be explained in the next section).

We represent the SuA as a genetic program, and we use GP to

evolve it by usingT” as the training set. The goal is to use GP to
evolve the SuA until itis able to pass all the test§inn particular,

a program is rewarded on how many unit tests it is able to ctyre
pass.

We want that, if the SuA has a bug, then there should be at least

one unit test inT" that is failed. Before applying ABF, a testing
phase is hence done on the SuA for generalindf no unit test is

least one failed test for applying ABF.

The use of a population is a key feature of GP, but instead of
sampling random trees, we seed the first generation of égnlut
ary programs with copies of the SuA. In other words, in thet firs
generation all the individual are equal to the SuA. We do beat
cause we exploit the assumption that software developersotio
write programs at random [7], hence we are assuming thatuhe S
is structurally near to the optimal solution.

At any rate, the scenario described in this paper is vergufit
from the normal applications of GP:

e the training sefl” does not contain any noise.

e we are not looking for a program that on average performs

well, but we want a program that always gives the expected
results. Hence, a program does not need to worry about over-
fitting the training set, it has to over-fitit. In fact, everoifly

one test inT is failed that means that the program still has

bugs.

in population based search algorithms there is the issue of
maintaining diversity among the individuals to avoid prema
ture convergence. Here the problem is more complicated,
because diversity is still a precious feature, but we starhf

the assumption that the SuA is structurally close to the-opti
mal solution.

e because the individuals of the first generation are all iden-
tical to the SuA, the role and importance of crossover and
mutations in GP is different from the normal applications in

which the first generation is randomly sampled.

the Occam’s Razor is a well known principle that is widely
applied in machine learning. In a nutshell, we can briefly
describe it as the preference of the simplest solution for a
given problem. Hence, if two classifiers have the same per-
formance on a training set, the simplest (i.e., the leastcom
plex, smallest, etc.) should be chosen. However, in the par-
ticular context of ABF that principle can be very harmful. In
fact, there can be particular relations that are appliegt tml

the test cases i, and a very simple (i.e., small) incorrect
program might pass all those unit tests, and hence given back
by the ABF framework as the new patched version of the
SuA. Figure 1 shows an example of this problem. Therefore,
the structure and size of the SUA needs to be appropriately
included in the fitness function.

The fitness function for the programs is based on how many unit
tests they pass. However, using as fitness function only uh@ n
ber of passed unit tests might give not enough gradient BGR



evolution. A simple extension would be to sum up the errors of
the outputs from their expected results on all the unit tiests. In
other words, if the output of the computation on a unit teatvalue

K and the expected resultis, then using for examplebs(K — E)
would give more gradient than a simpléf the test is passed ard
otherwise.

At any rate, more sophisticated fitness functions could be em
ployed. For example, considering each unit test as a diffesb-
jective and then using multi-objective optimisation teicues [6]
might be worthy.

The performance of our framework heavily depends on the-qual
ity of the training sef". In other words, ABF depends on the ac-
curacy of the previous testing phase. Hence, poor resulésBét
might depend on the testing rather than on ABF itself. Fuintioee,
for avoiding problems like for example the one describedgnrié
1, it would be better to have a relatively large

3. EXPLOITING CO-EVOLUTION

If a formal specification of the SuA is given, we can use it as
anoracle Hence, we can sample as many unit tests as we want,
because we can use the oracle to automatically check thistesu
At any rate, the problem of choosing the appropriate test dall
remains, but we can include any state-of-the-art testistesy [11]
in our framework.

We can sample a training s&t and then we apply the same GP
system described previously. However, choosing a too segés
not feasible, otherwise the computational cost of the fitrfaac-
tion for GP would be too high. On the other hand, a small trajni
set can easily lead us to problems as in figure 1. The solutitm i
try to have different test cases at each generation (or atleager
period of time) of GP, and because we have an oracle, we can do
it. How to choose new test cases? Simply, we use state-of-the
art testing systems to sample new unit tests that make failaay
programs in the current GP population as possible. Theseundw
tests replace the onesTn

This algorithm leads the system to a competitieeevolution
in which the genetic programs are rewarded on how many tests
they pass, and on the other hand the unit tests are rewardsalon
many programs they make fail. This co-evolution is simitanwhat
in nature happens betwegmnedatorsand prey, and hopefully an
arms racewill take place and bring to the evolution of a bug-less
program. For example, faster prey escape the predators @asre
ily, and hence they have higher probability of generatirfgming.
That influences the predators, because they need to evolvells
to get faster if they want to feed and survive. In our contéxg,
evolutionary programs can be considered as prey, whereasnih
tests are predators.

The advantages of co-evolution are evident, in fact at each g
eration of GP it tries to optimise the best training g&t Unfor-
tunately, producing an arms race in co-evolutionary atbams is
more difficult than it looks [8]. In fact, problems asediocre sta-
ble statesandloss of gradienmight rise.

A mediocre stable state occurs when at each generation toth t
predators and prey seem to positively evolve, but actubbly are
following an infinite circular pattern without any real irguement.
That happens because the co-evolution can lose memory df wha
happened in the past (i.e., the previous generations). nigas
based orarchiveshave been proposed to handle this problem (e.g.,
[17]), in which at each generation some individuals areestan a
separated set (which often is implemented as a queue ofsini
The fitness of current generation individuals is also basital tive
interaction with those old individuals. It is important tote that
these archives are conceptually similardgression teqtl 2] suites.

Moreover, if a formal specification is provided, more sophis
cated fitness functions can be employed. For example, ohstea
calculating an euclidean distance between the output ofrgpata-
tion and its expected result, we can use a more descriptivestie
that is based on how badly the formal specification is nosBadl.

In particular, our heuristic is inspired by the Tracey’s won Black
Box Testing [21].

For example, in a sorting algorithm, an euclidean distanoelav
not give any particular reward when arrays have been plgriatt-
ed or when the constraint that the output array should beayper
tation of the input one is satisfied. On the other hand, aniseur
tic based on the formal specification can recognise thesiéveos
cases, and it can evaluate them accordingly.

Our previous work on AP [2] used the same co-evolutionary
framework for evolving programs to satisfy a formal speeifion.
The difference is that, instead of exploiting a buggy progreer-
sion that actually can be seen as solution that is close toptimal
one, it starts with a random population of programs. Herwetask
that we successfully solved in that work on some small progrs
more difficult than ABF.

4. OTHER POSSIBLE APPLICATIONS

The framework that we have described in this paper could be
applied, with some modifications, to solve other SoftwargiEn
neering tasks (although at the moment we are not planning-of i
vestigating them), for example:

e when a formal specification is employed, another problem
that is equivalent to ABF ifAutomatic Implementation of
New RequirementsGiven a specificatior1 and a correct
program P1, when we add new requirements to the speci-
fication (and we gef52), there is the problem of changing
the program to satisfy the new specification. Hence, we can
considerP1 as a buggy implementation ¢f2, and that is
similar to the problem of ABF.

in the fitness function of the programs there could be in-
cluded non-functional criteria. Instead of starting withueygy
program, a correct version would be provided. Our frame-
work would be used to search for optimising these non-feacti
nal criteria without changing the semantics of the program.
A valuable application would be for example the optimisa-
tion of code that should run on low-resource systems.

our co-evolutionary approach could be helpful for Evoleabl
Software systems (e.g., [4]).

instead of being used off-line, ABF could be embedded in
the released software. If during its use a fault is found{ tha
would automatically trigger the ABF framework to fix it.
That would be very helpful for software that, although a patc
can be provided, cannot be easily updated once released, lik
for example in hardware employed in space missions.

5. CONCLUSIONS AND FUTURE WORK

In this paper we have proposed a hovel approach to autonwte th
expensive software engineering task of fixing bugs. This@agh
is more ambitious than the previous literature on automeédxlig-
ging, because we are not limited in only localising the bug&ct
we also try to fix them in an automatic way. To our best knowéedg
this is the first proposed general approach for automatiagtésk.
Our system does not suffer of the limitation of requiringesdt
one test case that is passed, as in general it happens fooysev
automated debugging frameworks. In fact, in the extreme oas



which a bug makes fail the computation on each possible ot
framework can still be applied, although with likely worserfor-
mance.

We are building our prototype on top of our previous system fo
AP [2], and we are already getting promising results (to apje
[1]). In the future, we are planning to try to fix bugs in reabd
Object-Oriented software, which also gives dire challenfrem
the point of view of testing [3]. In particular, we are plangito
analyse how some software projects have been fixed by dewslop
and then applying our framework to see whether the same ggtch
could be automatically evolved. The application to sohad-weorld
problems would give strong evidence of the validity and iteiity
of our novel approach.

Our framework is composed by several different components
(e.g., GP engine, testing engine, fitness functions from#&bspec-
ifications and co-evolution), that are combined togethex imovel
context. Hence, there is a lot of space for research on hom+o i
prove that combination and on how to exploit domain knowéedg
of the problem to achieve better performance.

Unfortunately, GP is computationally expensive. Althoyszir-
allel implementations and runtime assembler compilatibrthe
programs might speed up the system by several orders, ttabica
ity issue still remains. In fact, the search space of GP ieextly
huge, and it increases approximately exponentially wiehgize of
the programs [10]. Therefore, we do not suggest to use our ABF
framework on entire complex systems. On the other hand, itidvo
be more feasible to apply it to fix units of computation (esingle
functions) in a similar way as unit tests are used. Henceteime
unit bug fixingcould be more appropriate.

At any rate, although GP might be computationally expensive
has the great advantage that it might potentially fix any tfdaug.

In fact, it has indeed the potentiality of evolving a corrpaigram
even from scratch [2], although that mainly depends on tladityu
of the used fitness functions.

To reduce the computational cost of GP, it is important taovar
down the search space of the evolutionary operators. Fargdoi
that, one possibility could be to include state-of-thesartomated
debugging techniques in our framework.

Although many research questions still need to be invetstitja
and solved, we think that our framework for bug fixing might be
already a useful tool for the software developers. The reé&sthat
a bug that is difficult to be fixed by a human might be, on the othe
hand, very easy for our framework. That would be the case gébu
that consist of only small differences from the correct soly but
that are located in parts of the source code that are very lexmp
for a human to analyse.
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